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Abstract

In this position paper we motivate and summarizeour
work on repeatablygeneratingcryptographidkeys from
spolen userinput. The goal of this work is to enablea
device to generatea key (e.g.,for encryptingdfiles) upon
its userspeakinga chosenpasswrd (or passphrasep
it. An attacler who captureghe device and extractsall
informationit containshowever, shouldbeunableto de-
terminethis key. We outline our approachor achieszing
this goalandpresenipreliminaryempiricalresultsfor it.
We alsodescribeseveraldirectionsfor futurework.

1. Introduction

In computersecurityparlance a refelencemonitoris an
abstractmachinethatmediatesall accesset objectsby
subjectsn acomputeisystem(e.g.,[5]). Thespeecipro-
cessingcommunityhasmadesignificantprogressn im-
plementingspeech-baserkferencemonitorsto mediate
accessdhy humansto computerresources. Theserefer
encemonitorsare typically implementedusing spealer
authenticatiortechnologiesncluding automaticspealer
verification (SV) [1] andverbalinformationverification
(VIV) [8]. SV is the processof verifying whetheran
unknown spealer is the personas claimed. VIV is the
procesf verifying spolen utterancesgainstthe infor-
mation storedin a given personaldataprofile. Though
thereare mary differencesn the performanceof these
approaches variousscenariosto afirst approximation,
all of thesecan be viewed as a replacemenfor typed
passwerdsto authenticate useranddeterminewhether
the usershouldbe allowed to accessa resource. They
areparticularlycorvenientfor usein applicationswvhere
speechs the naturalhuman-deiceinterface.

There are several scenarioshowever, in which re-
liance on a non-bypassableeferencemonitor to protect
datais simply not possible. One commonexampleis
whendatais storedonaportabledevice (e.g.,laptopcom-
puter) that may be stolen. Oncestolen, the thief may
examinethe disk byte-by-byte bypassingary reference
monitorthatwasintendedo protectit (whichis typically
implementedspartof thefile system).

For suchcasescryptographyis oftenusedto remove
the needfor a non-bypassableeferencemonitor. Cryp-
tographycanbe usedto encodedatasothatit is rendered

unintelligibleto otherthantheintendedrecipientsof it (a
propertyreferredto asdataconfidentiality. Similarly, it
canbe usedto encodedatasothatary modificationof it
by unintendegartiescanbe detecteddataauthenticity.
In this way, anattacler who capturegshe encodediata—
whichis presumegbossiblesincea non-bypassablesfer
encemonitor cannotbe implemented—camevertheless
notmake sensef thedataor modify it in anundetectable
way. (Theattaclercan,however, destrg thedata,andfor
this reasomat least,cryptographyis not a fully adequate
replacementor areferencemonitor)

Theability to decodeencrypteddatato make it intel-
ligible, or to encodedatain a way thatmalesit appear
authenticrequireshe possessionf a secretvaluecalled
a key thatmustbe givenasinputto the cryptographial-
gorithm. In orderfor a cryptographicalgorithmto ac-
complishits goals,keys musthave at leastthe following
properties:

1. Keys mustbe unguessablein the sensethat ary
effort that would enablethe key to be discovered
must be deemedoutsidethe abilities of the pre-
sumedattacler. This implies that a key mustbe
drawn from a distribution with sufficient entrogy
to renderit computationallyinfeasibleto exhaus-
tively search(or otherwiseto preventthe attacler
from confirminga guessat the key, thoughthis is
typically muchharder). In addition,the key must
remaincomputationallyinfeasibleto find in light
of all theinformationthe attacleris ableto gather
aboutit.

2. Keysmustberepmoducibleby intendedhartieswhen
neededo performcryptographimperationsSince
eachcryptographicencodinghasa corresponding
decodingaction,andsinceatleastoneof thesetwo
(and often both) require possessiorf the secret
key, typically the key will needto be reproduced
spatially or temporally For example,a key may
needto exist attwo differentcomputersimultane-
ously(aspatialreproduction)f they areinteracting
in acryptographicommunicatiorprotocol. A key
mayneedto existin thesamecomputematdifferent
times(a temporalreproduction)but notin thein-
terveningperiod,if the key is usedto encryptand
decryptfiles onthe computer



2. Voice-generated cryptographic keys

In this paperwe adwocateresearcthinto the generatiorof
cryptographickeys from voice input. We are primarily
interestedn keys that canbe temporallyreproducedn
the samedevice from the sameusers voice, andthatare
unguessabl® anattaclerwho captureshatdevice. This
appeardgo be a harderproblemthan building a speech-
basedeferencemonitor, sincea solutionto our problem
canbeusedto build areferencanonitordirectly: theref-
erencanonitorwouldtake thecryptographidkey derved
from thevoicesignalasinput,andcomparet to whatthe
key wassupposedo be (just asa passverd-basedogin
programdoes).

Thegoalof unguessabilitprecludeperhapshemost
naturalapproactio deriving arepeatabld&ey from aspo-
ken utterance:i.e., apply automaticspeechrecognition
to recognizethe passwerd spolen, andthensimply use
the passverd asa cryptographidey. Specifically mod-
ern ASR tools suitablefor our goalscanreliably recog-
nize a vocahulary of at mostabout10* wordsunderthe
bestcircumstancesA key dravn from suchasmallspace
can,of coursepeeasilysearchedby anautomatedttack.
Moreover, requiringthe userto createher passverd by
appendingseveral words from the vocahulary taxesthe
users memoryandyields marginal improvementin en-
tropy, asexperiencewvith PINshasdemonstratedn con-
trast, to achieve unguessabilityit is necessaryo drav
entropy from howthe userspeaksa passverd.

To beentirely clear, a solutionto our problemwould
look asfollows. The userwould utter a passverd (or
passphrasep her device whenpromptedto do so. Us-
ing thevoiceinput, thedevicewould generatea sequence
of bits (the key). Repeateditteranceof the samepass-
word by the sameusershouldregenerateahe samekey.
However, an attacler who capturesand dissectghe de-
vice shouldbe posedwith a computationallyinfeasible
taskto recoverthatkey. Ideally, thekey shouldresistdis-
covery evenif theattacler knowsthe passwerd, but even
a solutionrelying on the secreg of the passverd would
have significantpracticalutility .

It is importantto notethattext dependenbr spealer
dependentmodelsusedfor spealer verification—asare
typical in theimplementatiorof speech-basekference
monitors—mayeaksignificantinformationto anattacler
who capturesanddissectghe device on whichthe model
is stored. In the caseof a passwerd thatis secret,a text
dependenmodel can obviously leak information about
whatthatpasswerdis. And, a spealker dependeniodel
will generallyleak informationaboutthe users relevant
voice features. Consequentlythe device mustgenerate
a spealer dependentryptographidey from a spealer’s
voice characteristicsvithout referringto ary text depen-
dentor spealer dependentnodel. To our knowledge this
is anew challengeo spealerrecognitionresearch.

Basednthisdescriptionjt shouldbeclearthatwhile

false nggativesis an appropriateneasurdor key repro-
ducibility, falsepositivess perhapsotthe mostrelevant
measurdor the security(i.e., unguessabilitypf sucha
system. Falsepositvesdoesnot fully capturethe diffi-
culty of the problemposedto the attacler who captures
thedevice. Rather measuresgypical in the cryptographic
literatureare more suitableto reasoningaboutthe secu-
rity of suchasystem.We describeonesuchmeasurend
its usein our empiricalevaluationin Section3.3,though
for completenessye alsoreportfalsepositives.

3. Initial research

Therehave beena few prior efforts to generatecrypto-
graphickeys from varioustypesof biometric data[15,
3, 7, 17], thoughnonewith particularattentionto voice.
In [11], we describeour initial efforts at adaptingthe
approachof [12] to the problemof generatinga crypto-
graphickey from avocalizedpasswerd. Thework of [12]
describech way of generatinga hardenedpasswod, the
entropy of whichwasdrawn from boththesecreg of the
typed passvord andthe users keystroke patterng(dura-
tions of keystrokes, latenciesbetweerkeystrokes)while
typingit. In Section3.1we outlinethe pertinentaspects
of this precedingwork, andthenwe summarizeour ef-
forts to extendthis work to the voice casein Section3.2.
A brief empiricalevaluationof theseeffortsis presented
in Section3.3.

3.1. Cryptographic key generation from biometrics

A biometric measurementan be summarizedas a col-
lectionof featuesa¢,, . .., ¢,. For example,if keystroke
timingsarethebiometricof interest,p; mightdenotethe
durationof thefirst keystroke, ¢, thelateng betweerthe
first and secondkeystrokes,andso forth. The approach
of [12] for generatinga cryptographidkey from biomet-
ricsrequireghattherebeaway of mappingg; , ..., ¢, to
anm-bit feature descriptor Continuingwith thekeystroke
example thei-th bit b(:) of featuredescripto mightbe
obtainedoy comparingp, to afixedthresholdandassign-
ing b(7) to be 0 or 1 dependingon whetherg; wasless
thanor greatetthanthethreshold.

Ideally, featuredescriptorsshould separataisersin
the sensehat descriptorgproducedoy the sameuserare
“sufficiently similar” (i.e., smallintra-usewariation),but
onesproducedby differentusersare “sufficiently differ-
ent” (i.e., largeinteruservariation).Indeediif this prop-
erty were satisfied,andif featuredescriptorswerereli-
ably repeatablethen the featuredescriptorcould be a
candidatdor useasa cryptographidey. However, since
usersare generallynot consistenin all features(andin
fact may be consistentn relatively few), the challenge
in generatingcryptographickeys from biometricslies in
accommodatingariationsin thosefeaturesin which a
useris inconsistentwhile still generatinghe samekey



eachtime. In addition, for schemesneasuringoiomet-
rics duringthe entry of a secretpasswerd, it is generally
necessaryo hidewhich featuredescriptombits areconsis-
tentfor theuser sincethis informationcouldconcevably
leakinformationto anattaclerasto whattheusers pass-
wordis. This,in turn, couldbeusedto attackthescheme
directly (asin [12]) or possiblyto betterpredictthe val-
uesof thosefeaturedescriptorbits in which the useris
consistent.

The approactof [12] for achiezing thesegoalsis to
hide informationaboutwhich bits of a users featurede-
scriptorsareconsistentlyepeatablevithin anm x 2 table
T storedon the key generatinglevice. During each'lo-
gin”, the inducedfeaturedescriptorb € {0,1}™ is used
to retrieve the m elements{T' (3, b(i)) }1<i<m. Initially,
thetableT is populatedusinga genealizedsecet shar
ing scheme(see[13, Chapterl2] for anintroduction)so
thatthesem elementscanbe usedto constructhe same
cryptographidkey, regardlessf the featuredescriptorb.
However, asthelogin programidentifiesa bit b(z) of the
users featuredescriptorghatis consistenfrom onelo-
gin to the next—bit (%) is saidto be distinguishing—
thei-th row of thetableis perturbedso thatthe retrieval
of T'(,b(i)) is necessaryo constructhatcryptographic
key. (A key constructedrom thetablecanthenbetested
for correctnessgainsistoredinformation,e.g.,afile en-
cryptedunderthecorrectkey.) So,animposterthatyields
a featuredescriptord’ suchthatd’(i) = 1 — b(z) will
causethe key generatiorto fail. Moreover, thetableT
is populatedusinga secretsharingschemehatrenderst
computationallycostly (andideally infeasible)for an at-
tacker who captureghe device to determinewhich rows
have beenperturbed. So, in the limit the attacler must
simply guessfeaturedescriptors’ until it finds onethat
reconstructshe key. Sincethereare2™ suchfeaturede-
scriptorsthis becomesnfeasibleto searchasm grows.

Due to the possibility of transienterrorsin the fea-
ture descriptorof the valid user (e.g., due to noisein
heracousticervironment),it is generallynecessaryo at-
temptto reconstructiorof thecryptographidkey notonly
usingtheinducedfeaturedescriptow, but alsofeaturede-
scriptorsh’ thatare“close” to b, i.e., suchthatd’ differs
from b in alimited numberof positions.Wewill elaborate
moreon this later

3.2. Generating feature descriptorsfrom voice

Thestepsof key generatiorthatvoice considerationgn-
pactmostimmediatelyare the identificationof features
¢1,- .., ¢, andthe meansfor mappingthemto feature
descriptorsh € {0,1}™. Herewe outline the approach
thatwe have studiedsofarto achievethis; amoredetailed
treatments givenin [11]. While mary of thecomponent
algorithmsdescribederehave beenborrowvedfrom prior
work in speechand spealer recognition,to our knowl-
edgeour overallalgorithmis novel.
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Figurel: Segmentation

Ourinitial effortsinto identifying suitablefeaturesets
have utilized a representatioonf the users utteranceasa
sequencef frames,eachof which is a 12-dimensional
vector of cepstralcoeficients characterizinga 30 mil-
lisecondwindow of the utterance(with successie win-
dows overlappingby 10 milliseconds). Silenceis first
removedusing[9], andthenwe usea text independent,
spealerindependeracoustianodel(built from mary dif-
ferentutterancedrom mary differentspealers)to sey-
mentthis sequenc®f framesinto m segments(seeFig-
urel). Thisalgorithm,whichis similarto sggmentalvec-
tor quantizatior14, p. 382], beginsfrom asegmentation
of the framesequencénto m, roughlyequal-lengtrseg-
ments. It theniteratesthe following two stepsuntil they
corvergeon asegmentation:

1. For eachsggment find the centroidin theacoustic
modelthat yields the highestlikelihood scorefor
thesggment.

2. Usethe Viterbi algorithm[16, 4] to computea new
segmentatiorwith m seggmentshatmaximizesthe
productof sggmentlikelihoodsrelative to the cen-
troidschosenn Stepl.

Giventhesegmentatiorsoproducedye have explored
threedifferenttypesof featuresof this segmentationto
generate featuredescriptor Herewe describeonly the
onefor whichwehave gathereaignificantempiricaldata.
To describethesefeatures,recall that to eachsegment,
saythe i-th, is associated “closest” centioid ¢; in the
acousticmodel. Moreover, let u; denotethe sgment
mean. Then,the i-th featureg; is the positionof p; rel-
ative to a fixed planetranslatedto a coordinatesystem
with ¢; attheorigin (seeFigure?2). Thatis, if aisa12-
dimensionalvector of coeficients specifyingthe plane
a -z = 0 (where- denotesthe dot product),thenthe
i-th featureis the valueof a - (u; — ¢;). If this valueis
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lessthana specifiedthreshold(we use0), thenb (i) = 0,
andotherwiseb(i) = 1.

3.3. Empirical evaluation

In this sectionwe briefly describehe performancef the
algorithmdescribedn Section3.2 in selectedempirical
tests. Our empirical testsare basedon a datasetcon-
taining90 userseachrecordediuringasinglephonecall

sayingthe samephonenumberfive times. The phone
calls were sampledat a rate of 8 kHz. In the testsde-
scribedhere,featuredescriptorsvereof lengthm = 46.

Thoughm = 46 is too small for even moderatelyse-
cureapplications—aableT" with 46 rows canreadilybe
exhaustvely searchedor the key by a modernpersonal
computer—our resultssuggesthat keys of at leastthis

lengthcanbe achieved. Our currentwork is focusedon

demonstratingoodresultsfor largerkeys (i.e., 60 bitsor

more).

3.3.1. Measues

Traditionalmeasure®f biometricquality arefalseneg-
ative andfalsepositive rates. In our contet, falseneg-
atives are attemptsin which the key generatingdevice
failsto regeneratehecryptographikey despitethevalid
userutteringher password. Similarly, falsepositvesare
instancesn which the cryptographidkey is regenerated
eventhoughthe userproviding theinputis not the valid
user Falsepositive testscanfurther be differentiatedon
the basisof whetherthe imposteris uttering the users
passwerd or somethingelse. While goodfalsepositives
in both casess ohviously desirable we believe thereis
practicalutility evenif the passverdis requiredto be se-
cretfrom the attacler.

Both of the abore measuresireinfluencedby theer-
ror correctionstratgy in use. As alludedin Section3.1,
the key generatingdevice will generallyattemptrecon-
structionof the key not only with the featuredescriptor
b inducedby the users utterance put alsowith feature
descriptord’ thatare“close” to b. In thetestsdescribed
here, alternatve featuredescriptorst’ were determined
by first eliminatinga singlebit from b and“shifting” the
remainingbits forward,andthencorrectingfor a limited
numberd of additionalbit errorsin the shiftedfeaturede-
scriptor For example,if m = 5 andb = 01101 is thefea-
turedescriptoiinducedby theusers utterancethensome
alternatve featuredescriptorghatthe login programat-
temptsareobtainedby eliminatingb(2) to yield 0_L101;
shifting the remainingbits forwardto yield 0101_L; and
thengeneratindeaturedescriptoroof Hammingdistance
at mostd from 01010 or 01011. In general,the login
programthussearche@m E?:o (7;) featuredescriptors
beforereturninga negative resultto the user Thevalue
of d thatcanbe accommodateds dictatedprimarily by
the computatiortime the device is allowedto spendbe-
fore returninga negative answerto the user Thus, this
is dependentbn both the applicationandthe costof per
forming reconstructionfrom thetableT on thatdevice.
Herewe describeesultsusingd = 3 andd = 4.

Aswealludedpreviously, however, falsepositivesare
not the bestmeasureof securityfor our schemessince
an attacler who captureshe key generatingdevice has
significantlymoreavenuesto attemptto recover the key
than merely speakingthe passwerd (or potential pass-
words)to the device. As a result,we have focusedon
a differentmeasureof securityfor our schemeswhich
we believe consenratively estimateshe effort required
for anattaclerto recoverthekey evenif givendirectac-
cessto the tableT. This measurecalled guessingen-
tropy[10, 2], is ameasuréntuitively definedasfollows.
(For a precisedefinitionin our contet, see[12].) Con-
sidera gamein which anattacler is presenteavith ata-
ble T' of anunknownn userselectedat randomfrom a fi-
nite populationA of users.The goalof the attacleris to
find the cryptographickey of this userby selectingfea-
turedescriptord, retrieving element7'(i, b(i)) }1<i<m
from the table,andreconstructing valuefrom theseel-
ementswhich the attacler maythentestto seeif thisis
theright value(e.g.,by usingit to decryptafile). Guess-
ing entropy is theexpectednumberof featuredescriptors
thatthe attacler mustexaminein this way beforefinding
the key. To make this gameasadwantageousor the at-
tacker aspossible we allow the attacler to have perfect
knowledgeof the populationA, i.e., preciseknowledge
for eachuserof which of theusersfeaturedescriptoibits
aredistinguishingand,for thosethatare,whatthetypical
valueof thatbit is. The attacler canthenselectfeature
descriptordor the candidatedablein anoptimal orderto
minimizeits expectechumberof tries.



3.3.2. Results

We have evaluatedthe guessingentropy, false negative
rate, and false positive rate of the algorithm described
in Sections3.1-3.2. Thesemeasureare illustratedin
Figures3-5 for testsinvolving the previously described
recordingsof 90 users(in “windows” of size10; seebe-
low). Eachtestis parameterizedy a value k (defined
in [11]) thatintuitively indicatesthe sensitvity of our
scheme;i.e., smallervaluesof k indicatea more sen-
sitive schemethat generallyyields more distinguishing
features,andlarger valuesof k indicatea lesssensitve
scheme For eachvalueof k, planes(i.e., vectorsa; see
Section3.2) wererandomlysampledfrom amongthose
with coeficientsin {—1, 0, 1} andwith upto fivenonzero
coeficientseach.For eachsuchplane four of eachusers
utterancesvereusedto train atableT for thatuser(see
Section3.1), and then the guessingentropy was com-
putedfor thosetables. The oneremainingutterancefor
eachuserwasusedasatestutterancao computea false
negative rate. Twenty differentutteranceshoserat ran-
dom from other users(i.e., an “open set” experiment)
weretestedagainsteachtable T to computefalseposi-
tiverates.In onefalsepositive test,denoted’FP — same”
in Figures4 and5, theseotheruserssaidthe samephone
numberastheuserwho trainedthetable.In anothetest,
denoted'’FP — diff”, they saiddifferentphonenumbers,
which happerto be highly correlatedo oneanotherbut
notto thenumberusedto trainthetable.

Average Guessing Entrory for 90 Speakers
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Figure3: Guessingntropy

Dueto computationatostof computingguessingn-
tropy for a collectionof tables(which grows rapidly with
the numberof users)we dividedthe 90 usersin our test
into windows of size10 andperformedhedescribedest
on eachwindow of 10. The plotted pointsarethenthe
averageof theresultsfor the9 windows.

The resultsshovn in Figures3-5 provide evidence
thatour approacho key generatiorfrom voicemayyield
good securityand reliability in practice,once properly
tuned. In particular the point & = 0.712 with d = 3
providesanexampleachieving falsenegatvesunder9 %,

Averase for 90 Sreakers .d-3)

OFN
BFP - same
OFP - diff

%

0.65 0.681 0.712 0.743

Figure4: Falsenegativesandpositves,d = 3

falsepositvesof roughly 2% whenthe impostersaysa

differentpasswerd, andentropy of roughly98% of max-

imum. Since guessingentropy is alreadya consera-

tive measureof security a value of 98% of maximum
still may provide a strong degree of confidence. Fig-

ure 5 demonstratean even betterdatapoint: the point

k = 0.65 with d = 4 yields falsenegativesunder2%,

falsepositivesof roughly 2% whenthe impostersaysa

differentpassverd, and100% of the maximumentropy.

Note, however, thatsettingd = 4 expendssignificantly
more computationthand = 3 to attemptto reconstruct
thekey, andso may not be suitablefor usewith resource
constrainedievices.
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Figure5: Falseneggativesandpositives,d = 4

4. Futurework

The initial researchdescribedn Section3 hasexposed
numerousopportunitiesfor future researchin the gener
ation of cryptographickeys from biometricsand specif-
ically voice. An immediatedirectionfor future work is
morecomprehensie testingof our presenepproachys-
ing larger datasetsand utterancesecordedin multiple



sessionsOtherdirectionsinclude exploiting othervoice
featuredor our purposesEvenwithin thelimited frame-
work we have explored thereareotherfeatureghatmight
beusedsuchasthelikelihoodscoreof thesegmentsnto
whichtheusers utterances divided (seeSection3.2).

For our own work andlikely for mary alternatves,
errorcorrection(seeSection3.3) playsanimportantrole
in achieving areasonabléalsenegative rate. Sinceerror
correctionrequiresattemptingnumerousalternatve fea-
ture descriptorsand correspondingeconstructiongrom
thetableT, it is necessaryor reconstructionso bevery
efficient. Onedirectionof our continuingresearchs the
developmentof secretsharingschemedor which recon-
structionis very efficient, therebyenablingbroadererror
correction(but possiblyalsomoreefficient attacks).

Finally, anothertopic for future work is to tunethe
particularparametersf our approaciwith aneye toward
deploymentin practice.In orderto make useof our ap-
proach,particularvaluesof a andk mustbe chosenfor
our scheme Principalcomponentnalysis(e.g.,see[6])
may be of usein identifying vectorsa thatbestseparate
usersbut we have thusfar hadlittle successn applying
thesetechniqguesvhereguessingentroyy is the measure
to optimize. We hopeto explore this morecloselyin the
future.
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