ON SPEAKER AUTHENTICATION

Qi Li, Biing-Hwang Juang, Chin-Hui Lee, Qiru Zhou, and Frank K. Soong

Multimedia Communications Research L aboratory
Bell Labs, Lucent Technologies
Murray Hill, NJ 07974
{qli,bhj,chl,gzhou,fks} @bell-labs.com

ABSTRACT

The concept of speaker authentication is reviewed in this
paper. It includes: speaker recognition and verbal informa-
tion verification (VIV). While speaker recognition has been
studied for more than two decades, VIV isarather new con-
cept. After abrief overview of both techniques, we present
two advanced systems: a speaker verification system and
a VIV system, respectively. Their good performances are
reported.

1. INTRODUCTION

Foeaker authentication isthe process of verifying or associ-
ating aspeaker using pre-saved information. Applicationsof
speaker authentication include access control for telephones,
computer networks, databases, bank accounts, credit-card
funds, and automatic teller machines, etc. Automatic au-
thentication by voice is convenient for users. It needs less
on additional devices compared with other biometric meth-
ods. Speaker authentication is important to special termi-
nals, such as telephone handsets, and becomes more and
more important in mobile and wireless applications.
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Figure 1: Speaker authentication approaches

There are two major approaches to speaker authentica-
tion: by speech characteristics and by verbal content, as

shownin Fig. 1. Thefirst approach iscalled speaker recog-
nition including speaker verification and speaker identifica-
tion. By definitions, speaker verification (SV) isthe process
of verifying whether an unknown speaker is the same as
the speaker whose identity is being claimed; on the other
hand, speaker identification isthe process of associating an
unknown speaker with a member of a known population of
speakers. Wenamed the second approach asverbal informa-
tionverification (V1V) [1]. Itisthe processof verifying spo-
ken information against the content of a given (pre-stored)
dataprofile. There aretwo methodsto verify verbal content,
automatic speech recognition (ASR) and utterance verifica-
tion. Since SV and VIV systems have more applicationsin
telecommunication, we focus our discussions on these two
kinds of systemsin this paper.
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Figure 2: A speaker verification system

A typical speaker verification system is shown in Fig.
2, and there are two kinds of sessions, enrollment and test.
In an enrollment session, an identity, such as an account
number, is assigned to a speaker, and the speaker is asked to
select a spoken pass-phrase, e.g. aconnected digit string or
aphrase. The system then promptsthe speaker to repeat the
pass-phrase for several times, and a speaker dependent hid-
den Markov model (HMM) is built based on the enrollment
utterances. In atest session, first an identity claim is made
by the speaker, the system then prompts the speaker to utter



the pass-phrase. The speaker’s test utterance is compared
against the pre-trained, speaker dependent HMM model. A
speaker is accepted if the matching score exceeds a preset
threshold, otherwise rejected.

A smple VIV system based on automatic speech recog-
nition (ASR) isshowninFig. 3and 4. Itissimilar to current
telephone banking procedures: after an account number is
provided, an operator verifiesauser by asking some personal
information, such as mother’s maiden name, birth date, ad-
dress, home telephone number, etc. A user has to answer
the questions correctly in order to gain access to his or her
account. To automate the whole procedure, the questions
can be prompted by a text-to-speech system (TTS), and the
spoken responses can be verified automatically.
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Figure 3: Verbal information verification by automatic
speech recognition
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Figure 4: Verbal information verification by automatic
speech recognition on one pass-utterance

A magjor difference between speaker recognition and
V1V in speaker authentication isthat speaker recognitionin-
spects speakers speech characteristics while VIV inspects
speakers' verbal content. The difference can be further dis-
cussed in three aspects. First, both speaker identification
and speaker verification need to train speaker dependent
(SD) models or classifiers while VIV just needs speaker
independent (SI) acoustic phone models. Second, speaker

recognition needs an enrollment session to record SD speech
data and to train SD models while VIV does not. The pro-
files are created when users' accounts are set up. Third,
in speaker verification, the system can reject an imposter
who uses a true speaker’s spoken password while, in VIV, it
is the speakers' responsibility to protect their own personal
information. VIV, however, can be used for automatic en-
rollment of speaker recognition systems, or can be used in
conjunction with speaker verification to further enhance the
security.

2. ADVANCED SPEAKER VERIFICATION
SYSTEM

An advanced speaker verification system is shownin Fig. 5
[2, 3]. The block diagram illustrates how the system veri-
fies a spoken pass-phrase. After a speaker claims his or her
identity (I1D), the system expects the same phrase obtained
in the associated training session. First, a speaker indepen-
dent (SI) phone recognizer ssgmentstheinput utteranceinto
a sequence of phones by aligning the input utterance with
transcription obtained from the enrollment session. Since
the SD models are trained on a small amount of data from
asingle session and they can’t be used to provide areliable
and consistent phone segmentations, SI phone models are
used instead. Also, aso-called* stochastic matching” proce-
dureisused to compensate the noise and channel difference
betweentraining and test utterances. Then, the compensated
cepstral coefficients, decoded phone sequence, and associ-
ated phone boundaries are fed to a verifier. In the verifier, a
log-likelihood-ratio (LLR) test is performed by computing
the log-likelihood scores of SD-target and Sl-background
models. The LLR scoreisthen compared with a SD thresh-
old to make adecision of acceptance or rejection.
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Figure5: A phrase-based speaker verification system

The system has been tested on a database consisting of
fixed phrase utterances recorded over the long distancetele-



phone networks by 100 speakers, 51 male and 49 female.
The fixed phrase, common to all speakers, is“l pledge al-
legiance to the flag.” with an average length of 2 seconds.
Five utterances of each speaker recorded in one enrollment
session are used to train a SD HMM. For testing, we used
50 utterances recorded from a true speaker in different ses-
sions (different telephone channels and handsets at different
times), and 200 utterances recorded from 50 impostors of
the same gender in different sessions. In order to further im-
prove the SD HMM, an adaptation procedure is performed.
For model adaptation, the second, fourth, sixth, and eighth
test utterances from the tested true speaker are used to up-
date the associated HMM for verifying succeeding test ut-
terances. For the above database, the average individual
equal-error rates over 100 speakers are 2.6% without adap-
tation and 1.8% with adaptation [2]. If the systemistested on
the impostorsusing different pass-phrases than the common
one, the performance can be much better.

3. ADVANCED VERBAL INFORMATION
VERIFICATION SYSTEM

We have developed an advanced VIV system based on the
techniques of speaker verification [4, 2] and utterance ver-
ifications [5, 6, 7, 8, 9]. A block diagram is shown in Fig.
6, and more details on utterance verification is shown in
Fig. 7. Similar to speaker verification discussed in the
last session, the voice response to a question is first aligned
with a sequence of transcribed phones of the correct answer
via speaker-independent HMM's.  Then, for each phone,
the likelihood scores from the S| HMM’s and a set of anti-
HMM'’s are calculated for hypothesis testing. The confi-
dence measure is to combine the hypothesis test score on
each phoneinto an utterance-level score for verification de-
cision.
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Figure 6: Verification approach for VIV

The VIV system has been tested on a database of 100
English speakers. Each speaker record 3 utterances as the
answersto three questions:

¢ “Inwhich year were you born?’
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Figure 7: Utterance verification for VIV

¢ “Inwhich city and state did you grow up?’ and
¢ “May | have your telephone number, please?’

The answer to each of the three questionsis verified by
our VIV system. If all three answers are correct the speaker
isaccepted. If any answer is different from the information
registered in the corresponding personal profile, the speaker
is then regjected and no further questions are asked in our
current implementation.

It is a biased database since 26% of the speakers were
bornin 1950's, and 24% werein 1960's. We note that there
isonly one or two digit differencein those years. In the city
and state names, 39% are “..., New Jersey”, and 5% of the
speakers use exactly the same address “Murray Hill, New
Jersey”, which means the verification system will give the
same results on these addresses. Thirty eight percent (38%)
of telephone numbers start with the same area code “908”
and prefix “582”, that means at least 60% of the context of
the telephone numbers are exactly the same for this piece of
information. Moreover, some of the speakers have accents,
and some cities and states are in foreign countries. In our
experiments, each speaker istested as atrue speaker against
hisor her dataprofile. Other speakersaretested asimpostors
against the true speaker’s profile. Thus, for each speaker,
we have three utterances from the true speaker and 99 x 3
utterances from the impostors.

For the above task, when a speaker dependent threshold
is set for each key information field for that speaker, we
achieved 0% average individual equal-error rate with 6%
tolerance interval, which means a true speaker can still be
accepted if verified phones in the verbal responses are 6%
lower.

In real speaker authentication applications, to avoid im-
postors using a speaker’s persona information which is just
uttered, a VIV system can randomly ask a subset of per-
sonal information for each access. For example, based on
registered 6 items, each time system can randomly pick 3 to
verify the speaker. Furthermore, the system can ask some

Scores



dynamic information recorded in the past transactions, such
as the date or the amount of the last deposit.

4. CONCLUSIONS

Thecommon techniques used in the above advanced systems
are based upon the hypothesis testing procedure in stetis-
tics. They are derived from the Neyman-Pearson’s lemma
[10, 11]. By applying the background models [4] (Fig. 5)
and the anti-models [5] (Fig. 7), the verification problem
becomes a two-class hypothesistesting problem and system
performance isimproved significantly by applying the tech-
nique over the raw scoring based method. Essentialy, the
performance which we achieved on the databases showsthat
both systems are ready to be deployed in real applications.
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